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1 HP Insight Management Agents overview
Introduction

HP Insight Management Agents deliver multisystem access to all key system administration tools
for predictive fault management, access to critical system information, and integration with partner
management solutions. Insight Management Agents provides system administrators with the
following:

• Performance monitoring—IT administrators can proactively monitor the performance of their
HP ProLiant servers by setting predefined thresholds for memory, CPUs, NICs, and logical
disks. These thresholds can be set on the Task menu of the System Management Homepage.
Web-enabled System Management Agents can be configured to notify designated IT
administrators when predefined thresholds are exceeded.

• Greater control of systems—Agents monitor over 1,000 parameters in the system and generate
alerts in the event of a fault. Any fault and, in some cases, impending faults are communicated
to the designated administrator.

• Day-one control and ease of use—Insight Management Agents are easy to install and deploy
and can also be installed silently while configuring the system using the Intelligent Provisioning
configuration process.

• Maintenance of existing infrastructure—Insight Management Agents use industry standards
to deliver their alerts and configuration and performance data.

Insight Management Agents
Insight Management Agents operate on devices, performing in-depth monitoring of the devices'
state by collecting and measuring parameters. These parameters indicate the current state of
subsystems by counting the occurrence of particular events (for example, the number of read
operations performed on a disk drive) or by monitoring the state of a critical function (for example,
whether the cooling fan is operating). Insight Management Agents provide access to device
management data using a web browser over industry-standard HTTP protocol, enabling you to
access data from any location with network access.
You can install the Management Agents by using the HP Service Pack for ProLiant (SPP).

IMPORTANT: Insight Management Agents for Servers are not the same as HP Client Management
Agents.

Insight Management Agents provide information to management applications, such as HP Systems
Insight Manager, and can generate alarm notifications if significant changes occur in the fault or
performance aspects of system operation. Information is delivered to and from the Insight
Management Agents through the industry-standard SNMP.

HP Systems Insight Manager
HP Systems Insight Manager delivers intelligent monitoring and alerting as well as visual control
of HP hardware. In the unlikely event of a hardware failure, Systems Insight Manager also provides
a full complement of remote maintenance and control facilities.

NOTE: To install HP Systems Insight Manager on the management console, see the HP System
Insight Manager User Guide from the HP Insight Software DVD.
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2 Installation and configuration instructions for Microsoft
Windows

Installing the Insight Management Agents
The following services are installed while installing the Insight Management Agents:

• Insight Foundation Agents

• Insight NIC Agents

• Insight Storage Agents

• Insight Server Agents

• Web Agent

• Event Notifier

System requirements and preinstallation
Insight Management Agents for Microsoft Windows are supported on HP ProLiant servers. The
agents require the hardware and software described in Table 1 (page 5).

Table 1 System requirements

Operating system • Microsoft Windows Server 2008 R2 (All Editions)

• Microsoft Windows Server 2008 (All Editions)

• Microsoft Windows Server 2012 (All Editions)

• Microsoft Windows Server 2012 R2 9 (All Editions)

Browser • Microsoft Internet Explorer 7 or later

• Netscape 4.79, 6.22, or 6.23

Service Pack for ProLiant (contains the HP specific device
drivers)

Device drivers

Installation of all agents requires at least 30.5 MB of
reserved disk space.

Disk space

SNMP service must be installed before the Insight
Management Agents for Servers are installed.

SNMP

SNMP Preinstallation
SNMP must be installed on your system before you install the Insight Management Agents for
Servers.
SNMP services must be installed to take full advantage of the management capabilities provided
with the ProLiant server. Failure to install SNMP prevents the Systems Insight Manager and other
enterprise management applications from receiving hardware pre-failure alerts and disables Insight
Manager Functions, such as advanced ProLiant status polling, inventory reporting, and version
control.
If SNMP is installed after the Insight Management Agents are installed, the Management Agents
must be reinstalled. Before proceeding with the agent installation, complete the procedures in the
following sections of this guide.

NOTE: For Windows Server 2008, SNMP is included in the base product but is not installed.
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SNMP for Windows Server 2008
SNMP support is included in the base Windows Server 2008 products, but is not installed.
To install the SNMP service in Windows Server 2008:
1. Select Start⇒Settings⇒Control Panel.
2. Click Program and Features.
3. Click on the option Turn Windows Features on or off.
4. Select Feature Summary⇒Add Features.
5. Click SNMP Services to select that option.
6. Click Next.
7. Click Install.
8. After the installation is complete, click Close.
For more information, see the Windows Server 2008 documentation.

Configuring SNMP for Windows Server 2008
To configure the SNMP:
1. Select Start⇒Programs⇒Administrative Tools⇒Computer Management.
2. Select Services and Applications⇒Services.
3. Double-click Service Name, and then select SNMP Service Properties.
4. Click the Security tab, and then click Add to add the community string.

For the Insight Agents to function correctly, at least one community string needs to have
READ/WRITE access. The community string can be a large, non-unique string that can be
forgotten after inputted (that is, it is not used except for inter-agent communications).

5. Select a name for the string and access rights.
6. Click Apply⇒OK.
7. Click the Security tab and make sure under Accept SNMP Packets from these Hosts includes

loopback (127.0.0.1). This is needed for inter-agent communications.

NOTE: HP Insight Management Agents accepts the community name up to maximum length of
64 characters. The excess number of characters is discarded if the community name exceeds the
maximum acceptable length.

NOTE: For installing Insight Management Agents for Windows via SPP using HPSUM, see the
HP Smart Update Manager User Guide. This guide is available on HP SUM Information Library
website at http://www.hp.com/go/hpsum/documentation.

Installing HP Insight Management Agents from HP Service Pack for ProLiant
You can install IMA from HP Service Pack for Proliant (SPP) using HP Smart Update Manager (HP
SUM). Each SPP deliverable includes HP Smart Update Manager, and software and firmware
smart components required for its specific audience. During the SPP install using HP SUM, you can
select IMA for installation along with other supported software.
You can configure the SNMP settings for Agents during the installation. For more information, see
the “Pre configuring the SNMP settings for Agents” (page 7).
Review the Deploy page for IMA installation. If IMA is not selected, on the left hand side of IMA
component, click Select.
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NOTE: By default, HPSUM provides the components that must be installed on the machine. To
view the details of the components, Enable Advance Mode for more option must be ON.

NOTE: HP releases several SPP versions each year. For the current and earlier SPP versions,
see the SPP download page: http://www.hp.com/go/spp/download
For information about a specific SPP, see its release notes on the SPP documentation page:
http://www.hp.com/go/spp/documentation

Pre configuring the SNMP settings for Agents
To pre configure the SNMP settings for Agents:
1. Click the Components tab once the baseline inventory is complete. From the list of all

components, find the IMA component. You can also use the Search feature to find the IMA
component.
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2. Click Configurable for Agents component. The Component Configuration window appears.

3. Fill the configuration details and click Save in HP SUM and then click Save. Continue with the
deployment.

This deploys the Agents with the new configuration settings.
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NOTE: Configuration window provides Save and Export and Import menus. You can select Save
and Export to use configuration details for current instillation and also to export in a file for later
use. You can select Import to use these exported files.

Configuring the SNMP Agents
To configure the SNMP Agents, click the HP Management Agents icon from the Windows Control
Panel.

IMPORTANT: You must have administrator rights to access the Insight Management Agents for
Servers for Windows Control Panel.

NOTE: The server might not have all of the tabs described here.

Services tab
The Services tab enables you to activate or deactivate Management Agents. Agents can be added
or removed by highlighting the agent and clicking the appropriate button.

SNMP Settings tab
The SNMP Settings tab enables you to do the following:

Figure 1 SNMP Settings tab

• Server Role—Displays the description of the system’s role or function. You can also set the
Server Role text on multiple devices by creating a Group Configuration Task in Systems Insight
Manager. To learn more about how to set the server role see the Systems Insight Manager
Technical Reference Guide.

• Data Collection Interval—Controls the interval at which the Insight Management Agents for
Servers collect data. Set the time interval for data collection by selecting an interval from the
drop-down menu.

• Enable SNMP Sets—Enables a management console to modify a limited number of
hardware-related parameters. The Insight MIBs define the monitored items that can be modified
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by the management console. If this system is a UPS group member, mark this item to enable
shutdown when commercial power fails.

• Enable Remote Reboot—Enables a remote management console to reboot the system. Select
this option if you want to give a remote machine permission to reboot the system.

• Enable the Application Exception Trap—Enables a managed system to send an SNMP trap
and log a Windows event when an application generates an exception. Afterwards, the
default system exception handler is called to handle the exception. The trap and Windows
event contain a detailed description of the process, causing the exception. If this feature is
disabled, no trap or event is generated after an application exception. However, the default
debugger is invoked to manage the exception.

NOTE: To view the exception traps in Systems Insight Manager, set the SNMP trap destination
to the address of your management console.

• Disable Telnet Detection—Prevents detection of telnet. In doing so, the Server Agents report
that telnet is not available and that the remote console feature of HP Systems Insight Manager
is disabled for this device.

• Disable Rack Infrastructure Traps—Prevents the rack infrastructure SNMP alerts.

• Send Test Trap—Enables a test SNMP trap to be sent to the management console. This is a
useful feature to test the setup of the Insight Management Agents for Servers and SNMP.

• Clear all Thresholds—Enables you to clear all defined thresholds for the device on which the
Management Agent for Servers is running.

Storage tab
The Storage tab enables you to disable various storage agent monitoring and features:

Figure 2 Storage tab screen

• To disable Fibre Array Tape Support, click the checkbox.

• To disable Smart Array Tape Support, check the checkbox.

• To disable SAS Agent Tape Support, check the checkbox.

• To disable Smart Array Performance Monitoring, check the checkbox.
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Process Monitor tab
The Process Monitor tab screen enables you to have SNMP traps generated when a process (a
Windows service) starts, stops, or both. The list of processes that are currently running appears.
The following Process Monitor options are available:

• Select Monitoring Operations—Select a process from the list to set monitoring options for that
process. The following options are available:

◦ None—No SNMP traps are generated for this process.

◦ Start—An SNMP trap is generated when this process starts.

◦ Stop—An SNMP trap is generated when this process stops.

◦ Start & Stop—An SNMP trap is generated when this process starts or stops.

• Adding a New Process—Click Add to add a new process to the monitor. Enter the name of
the new process, and then click Apply to add the process.

• Deleting a Process—Highlight a process in the list, and then click Delete to delete the process.

NOTE: You can delete only processes that have been created by a user. The Delete button is
disabled for system default processes.

Configuring SNMP settings for OpenView Network Node Manager
When OpenView Network Node Manager (NNM) is installed, the SNMP settings must be
configured in the SNMP EMANATE agent. The settings are configured in the snmpd.conf file,
located in the NNM installation directory under \HP Openview\NNM\conf\SNMP Agent.
The following is a sample configuration. Other examples are provided in the snmpd.conf file.
get-community-name: public

set-community-name: PUBLIC

contact: Lab Administrator

location: Integration Test Lab

trap-dest: 170.20.1.10

trap-dest: 170.20.1.11

Installing the agents from a cp00xxxx.exe file
Before installing the agents, be sure the server meets the prerequisites for installation. For more
information, see the respective server user guide and release notes.
1. Download the smart component cp00xxxx.exe file that you want to install from: http://

www.hp.com/swpublishing/MTX-8147bd89a8304d40822125f0a1
2. Log in to Windows as a user with administrator rights.
3. Execute the cp00xxxx.exe file that contains the HP Insight Management Agents. The HP

ProLiant Package Setup window appears.
4. Click Install. The extraction progress starts.
5. The HP ProLiant Setup dialog box appears. Setup is ready to begin the install process. Click

Install.

Command line syntax
The general command line syntax for single component installation is:
cpxxxxxx [/s[ilent]] [/f[orce]] [/r[eboot]] [/h[elp]] [/?]

where cpxxxxxx is the filename of the Smart Component; the x's represent the component number.
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http://www.hp.com/swpublishing/MTX-8147bd89a8304d40822125f0a1
http://www.hp.com/swpublishing/MTX-8147bd89a8304d40822125f0a1


NOTE: All arguments and information enclosed in brackets are optional. For a full description
of the arguments that the Smart Components accept, see “Command line arguments” (page 12).

If no command line arguments are included with the command, the component GUI appears.

Command line arguments
Table 2 (page 12) lists the arguments recognized by Smart Components.

Table 2 Command line arguments

DescriptionCommand line argument

Displays command line Help information./h[elp]

Identical to the /help argument./?

Specifies whether the GUI is suppressed or displayed. Use
this argument when scripting the Smart Components to

/s[ilent]

suppress the GUI. If this argument is omitted from the
command line, the GUI is displayed.

When used with the /silent command, this argument
installs component in one of the following ways:

/f[orce]

• If the component is already installed and current, it
reinstalls itself and the installed version number remains
the same.

• If a newer version of the component is already installed,
the component installs itself and downgrades the
component to the older version number.

If this argument is omitted from the command line, the
installation is not forced.

When used with the /silent command, this argument
causes the target system to reboot if the installation requires

/r[eboot]

a reboot to complete installation. If this argument is omitted
from the command line, the server must be rebooted
manually for the installation to take effect.
The reboot takes place only if no installation errors occur.

Command line examples
The following table lists examples of command line input for single component installation.

NOTE: Although lowercase letters are used in these examples, either uppercase or lowercase
letters can be used.

Table 3 Examples of single component installations

ResultCommand line input

This command line starts installation of the CP002575.EXE
component.

cp002575

This command line installs the CP002575.EXE component
on the target server using the defaults of the component.
The GUI is not displayed.

cp002575 /s

This command line installs the CP002575.EXE component,
forcing the component to install over an existing version,

cp002575 /s /f /r

and enabling the server to reboot automatically if needed.
The GUI is not displayed.
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Return codes
When each Smart Component has finished running, the component reports a return code to the
operating system or the calling application. These return codes display the status of the component
installation. You can also use return codes in a script to control the execution of the script and to
determine any branching that is required. Table 2-4 summarizes the Smart Component return
codes.

Table 4 Return codes

MeaningError level

The Smart Component failed to install. For more
information, see the log file.

0

The Smart Component installed successfully.1

The Smart Component installed successfully, but the system
must be restarted.

2

The installation was not attempted because the required
hardware was not present or the software was current.

3

Configuring the HP Event Notifier
When the system restarts after installing Insight Management Agents for Servers, the Event Notifier
Configuration Wizard runs to complete the installation process.
To initiate the configuration wizard, select Start⇒Programs⇒HP Management Agents⇒Event
Notifier Config. Use the configuration wizard to completely configure the notification service. To
guide you through the process, the wizard displays the following three screens:

• Welcome to the HP Event Notifier Configuration Wizard

• Mail (SMTP) Server Information

• Event Recipients Information

Blocking agents installation
Starting version 10.20.0.0, HP Insight Management Agents supports an optional feature to skip
agents installation on supported systems. You can skip HP Insight Management Agents installation
when HP ProLiant Agentless Management Service is already installed. To skip the agent installation,
create windows registry key and set REG_DWORD value to 1 at the following registry path:
HKEY_LOCAL_MACHINE\SOFTWARE\Hewlett-Packard\InstallParam\InstallAgents

NOTE: The installation proceeds normally even if the registry key is not created.

Configuring the HP Event Notifier 13



3 Installation and configuration instructions for Linux
For information about installation and configuration instructions for Linux, see the HP Insight
Management Agents Managing ProLiant Servers with Linux HOWTO Whitepaper at http://
www.hpe.com/info/IMAgents-manuals.
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4 Support and other resources
Information to collect before contacting HP

Be sure to have the following information available before you contact HP:
• Software product name

• Hardware product model number

• Operating system type and version

• Applicable error message

• Third-party hardware and software

• Technical support registration number (if applicable)

How to contact HP
Use the following methods to contact HP technical support:

• In the United States, see the Customer Service / Contact HP United States website for contact
options: http://welcome.hp.com/country/us/en/contact_us.html

• In the United States, call 1-800-HP-INVENT (1-800-474-6836) to contact HP by telephone.
This service is available 24 hours a day, 7 days a week. For continuous quality improvement,
conversations might be recorded or monitored.

• In other locations, see the Contact HP Worldwide website for contact options:
http://welcome.hp.com/country/us/en/wwcontact.html

Registering for software technical support and update service
HP Insight Management includes one year of 24 x 7 HP Software Technical Support and Update
Service. This service provides access to HP technical resources for assistance in resolving software
implementation or operations problems.
The service also provides access to software updates and reference manuals in electronic form as
they are made available from HP. Customers who purchase an electronic license are eligible for
electronic updates only.
With this service, Insight Management customers benefit from expedited problem resolution as
well as proactive notification and delivery of software updates. For more information about this
service, see the website http://www.hpe.com/services/insight
Registration for this service takes place following online redemption of the license certificate.

How to use your software technical support and update service
After you have registered, you will receive a service contract in the mail containing the Customer
Service phone number and your Service Agreement Identifier (SAID). You need your SAID when
you contact technical support. Using your SAID, you can also go to the Software Update Manager
(SUM) web page to view your contract online.

Warranty information
HP will replace defective media for a period of 90 days from the date of purchase. This warranty
applies to all Insight Management products.

Information to collect before contacting HP 15

http://welcome.hp.com/country/us/en/contact_us.html
http://welcome.hp.com/country/us/en/wwcontact.html
http://www.hpe.com/services/insight


HP authorized resellers
For the name of the nearest HP authorized reseller, see the following sources:
• In the United States, see the HP U.S. service location website:

http://www.hp.com/service_locator

• In other locations, see the Contact HP worldwide website:
http://welcome.hp.com/country/us/en/wwcontact.html

Related information
HP ProLiant Servers:
• ProLiant BL BladeSystem servers:

http://www8.hp.com/in/en/products/proliant-servers

• ProLiant DL series rack mount servers:
http://www8.hp.com/in/en/products/proliant-servers

• ProLiant ML series tower servers:
http://www8.hp.com/in/en/products/proliant-servers

• ProLiant SL series scalable system servers:
http://www8.hp.com/in/en/products/proliant-servers

Typographic conventions
This document uses the following typographical conventions:
Book title The title of a book. On the web, this can be a hyperlink to the

book itself.
Command A command name or command phrase, for example ls -a.
Computer output Information displayed by the computer.
Ctrl+x or Ctrl-x A key sequence that indicates you must hold down the keyboard

key labeled Ctrl while you press the letter x.
ENVIRONMENT VARIABLE The name of an environment variable, for example, PATH.
Key The name of a keyboard key. Return and Enter both see the same

key.
Term A term or phrase that is defined in the body text of the document,

not in a glossary.
User input Indicates commands and text that you type exactly as shown.
Replaceable The name of a placeholder that you replace with an actual value.
[ ] In command syntax statements, these characters enclose optional

content.
{ } In command syntax statements, these characters enclose required

content.
| The character that separates items in a linear list of choices.
... Indicates that the preceding element can be repeated one or more

times.
WARNING An alert that calls attention to important information that, if not

understood or followed, results in personal injury.
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CAUTION An alert that calls attention to important information that, if not
understood or followed, results in data loss, data corruption, or
damage to hardware or software.

IMPORTANT An alert that calls attention to essential information.
NOTE An alert that contains additional or supplementary information.
TIP An alert that provides helpful information.
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5 Documentation feedback
HP is committed to providing documentation that meets your needs. To help us improve the
documentation, send any errors, suggestions, or comments to Documentation Feedback
(docsfeedback@hpe.com). Include the document title and part number, version number, or the URL
when submitting your feedback.
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